Hanh dong ngay.
Gilf an toan.

Au stralian v-ern ment
Lam thé nao dé quy vi gill
an toan khi truc tuyén?

Phién ban doc dé hiéu




Cach si dung cudén hudng dan nay

Chung t6i 14 Chinh phu Uc.

Chung t6i da bién soan cuén hudng dan nay.

Chung t6i c6 viét mot s6 ti bang chit in dam.
Chung tdi sé giai thich y nghia cua nhiing tu nay.

J trang 28 cling c6 danh sach cac tu nay.

Quy Vi cé thé nhd ngudi ma quy vi tin tudng hé tro:
e doc cubn hudng dan nay

e tim thém thdng tin.

Pay 1a ban tom tat Poc Dé Hiéu clia mdt cudn
hudng dan khéc.

N6 chi bao gdm nhitng y tudng quan trong nhat.

Quy Vi c6 thé tim thay cuén hudng dan khac trén

trang mang cua chung téi.

www.actnowstaysecure.gov.au
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Tat ca chung ta can suy nghi vé cach gilt an

toan khi truc tuyén.

Chung t6i goi day la an toan mang (cyber).

Mang cé nghia la diéu gi do lién quan dén

internet.

Cudn hudng dan nay giai thich mét sé diéu
quy Vi c6 thé 1am dé bao vé ban than trén

mang.

Vi du, déi véi téi pham mang (cyber crime).

Tdi pham mang la khi tdi pham su dung internet

dé thuc hién hanh vi pham toi.
Vi du, ho cé thé st dung internet dé:

e danh cap théng tin ca nhan cua quy vi

e chiém doat tai khoan hodc hd sc truc

tuyén cla quy Vi.
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T6i pham mang c6 thé xay ra trén bat ky thiét

bi nao.
Bao gém:

e may tinh

e dién thoai thédng minh

e dbng hd théng minh.

C6 mot sé viéc quy vi co thé lam dé tu bao vé

minh khoi téi pham mang.

Chung toi sé giai thich nhiing viéc quy vi co

thé |am & céc trang tiép theo.
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Gilr an toan cho cac tai khoan cua quy vi

Quy Vi nén suy nghi vé cach gill an toan cho

. c4c tai khoan truc tuyén clia minh.

o%

SU dung cac mat khau dang cum tif manh va khac nhau

Mat khau dang cum tu (passphrase) 13 mot

loai mat khdu manh hon.

Ngudi khac rat khé doan dudc.

St dung cac mat khau dang cum tU manh va
khac nhau 18 mét trong nhitng cach tét nhat dé

bao vé cac tai khoan cua quy vi.

Quy Vi nén st dung mot mat khau dang cum tu
khac nhau cho mbi tai khoan truc tuyén cua

minh.
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Cac mat khau dang cum tU manh bao gém:
e 4tU ngau nhién trg I&n

e 15 chii cai va so trd lén.

Quy Vi c6 thé thém mét vai chi céi viét hoa.

Quy Vi cling c6 thé s dung céac ky hiéu nhu:
e dau gach ngang
e dau dola

e ky hiéu @ cua email.

Quy Vi khdng nén st dung bat ky thong tin ca
nhan nao trong cac mat khau dang cum tU cla

minh.

Vi du:
e sinh nhat cua quy vi

e tén cac thanh vién trong gia dinh hoac

thu cung cua quy Vvi.
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Thém cac budc bd sung dé dang nhap vao tai khoan

cua quy vi

Quy vi c6 thé bao vé cac tai khoan truc tuyén

clia minh bang xac thuc da-yéu tdé (MFA).

MFA Ia khi quy vi st dung tur 2 phuong thuc
khac nhau trd 1én dé dang nhap vao tai khoan

clGia minh mai lan.

Vi du, quy vi c6 thé can nhap mat khau dang
cum tu trudc.

Sau do, quy vi nhap ma ma quy vi nhan dugc

trén dién thoai cua minh.
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Quy Vi cé thé chon céch:

e tai mot Ung dung trén dién thoai dé nhan

e nhan ma qua email

e nhan ma qua tin nhan.

Xac thuc da yéu td (MFA) khién ngudi khac
kho truy cap vao cac tai khoan truc tuyén cua

quy vi han.

Ngay ca khi ho tim ra mat khau dang cum tu

cua quy Vi.
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Kiém tra phan cai dat dé bao vé thong tin ca

nhan cua quy vi

Quy Vi cé thé kiém tra xem phan cai dat cla

quy Vi c6 dang bao vé théng tin truc tuyén cua

o
6 quy vi hay khéng.

Diéu nay bao gébm phan cai dat trén:

E’ e cac tai khoan truc tuyén
E e C4c thiét bij

e cac uUng dung.

Quy Vi c6 thé:

e thay d6i phan cai dat cua quy vi

o e chon ung dung nao dugc phép su dung

théng tin cua quy vi.
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Quy Vi cé thé tim thay phan cai d&t trén thiét bi

cla minh bang cach:
« tim biéu tugng banh rang
hoac

e nhap tu khoa ‘settings’ vao thanh tim

kiém trén thiét bj ctia quy vi.

Quy Vi cé thé tim thay phan cai d&t trong mot
iing dung hodc tai khoan truc tuyén bang cach

md& menu.

Menu thudng dugc trinh bay dudi dang 3 vach

ké thang.

Mot s6 cai ddt nay co thé chia sé théng tin vé:
e quy vilaai

e quy vidang G dau

e nGi quy Vi séng.
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Viéc chia sé théng tin nay trén mang cé thé
khién quy vi gap rui ro trd thanh nan nhan cua

téi pham mang.

T6i pham mang c6 thé s dung théng tin cla

quy vi dé gia mao quy vi.
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Vi du, ching cé thé s dung cac théng tin nhu:

e ndi quy Vi séng

e tén cac thanh vién trong gia dinh quy vi

e tén cac thu cung cua quy vi.

Quy Vi cé thé thiét 1ap cac tai khoan cta minh
sao cho chi nhiing ngudi quy vi quen biét mdi
co thé xem dudc hd s mang xa hdi cua quy

Vi.

Vi du, trang ca nhan Facebook cua quy vi.
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Phan cai dat nay thudng dudc goi 1a cai dat
quyén riéng tu.

Quy Vi cling c6 thé tuy chinh phan cai dat vi

tri cua minh.

Cai dat vi tri hién thi vi tri thiét bi cla quy vi.

Quy Vi cé thé bat hodc tat cai dat vi tri.

Quy Vi cling c6 thé chon (ng dung nao dugc

phép su dung cai dat vi tri cua minh.

Quy vi c6 thé lam diéu nay cho:
e cac tai khoan truc tuyén

e C4c thiét bj

e cac ung dung.
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Mét s6 ting dung cling c6 thé hoi quy vi xem

chung co thé:

e sU dung may anh cua quy vi

e Xxem anh cua quy vi.

Quy vi chi nén cho phép cac ung dung ma quy
vi quen thudc su dung camera va anh cua

minh.
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Bao vé cac thiét bi cua quy v
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Quy Vi nén suy nghi vé cach bao vé céc thiét
bi ctia minh dé giup quy vi gill an toan khi truc

tuyén.

Vi du, dién thoai hodc déng hé théng minh cua

quy Vi.

Diéu nay rat quan trong ddi vai cac thiét bi két

ndi internet.

Cap nhat cac thiét bi cta quy vi

Quy Vi c6 thé cap nhat cac thiét bi cia minh

dé gilt an toan cho chung khi truc tuyén.

Vi du, dién thoai va may tinh xach tay cua quy

Vi.

Thiét bi cua quy vi cé thé goi day la cap nhat

phan mém.
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Cac ban cap nhat giup thiét bj tu bado vé minh

khoi tdi pham mang.

Quy vi c6 thé thiét 1ap dé thiét bi tu ddng cap

nhat.

Quy Vi c6 thé tim hiéu thém vé cach cap nhat
thiét bi cia minh trén trang mang cda ching

toi.

www.acthowstaysecure.gov.au/cyber-safe-

actions

Mang Wi-Fi cong cOng

— )
N
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Quy Vi nén can than khi stt dung Wi-Fi céng

cong.

Wi-Fi céng cdng la mang internet khéng day
mién phi ma quy vi c6 thé s dung & nhiing

nai cbng cong.
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Vi du, tai mot:
e quan ca phé
e san bay

e khach san.

Quy Vi nén can than véi nhitng théng tin minh
nhap vao trang mang khi st dung Wi-Fi céng

cong.

Vi du:
e thdng tin ngan hang

e cac tai khoan email

e cac mang xa hdi cua quy vi

Mt s6 tdi pham mang c6 thé st dung Wi-Fi

cdng cdng dé:

e xem nhiing gi quy vi dang lam truc tuyén

e danh cap théng tin cla quy vi.
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Ly do la vi:

e aicling co thé s dung nd

e Vviéc bao vé cac thiét bi cua quy vi sé khé
khan han.

Quy Vi c6 thé tim hiéu cach gill an toan khi su
dung Wi-Fi céng cdng trén trang mang cua

chung toi.

www.actnowstaysecure.gov.au/cyber-safe-

actions
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Cac tro lua dao
Chung ta goi do la tro lira dao (scam) khi ai do tim
cach:

e |Ua quy vi

e |4y tién clia quy vi.

Ké Iita dao (scammer) la ngudi thuc hién cac hanh

vi lUa dao.

Nh{ng ké IUa dao co thé tim céch Itra quy vi thdng
qua:
e mot tin nhan dién thoai hodc cudc goi dién
thoai
e mot email
e mang xa hoi

e mot trang mang.

Chung c6 veé than thién.

Nhung chuiing c6 thé Ita quy vi dua thdng tin cua

quy vi cho chung
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Bon chlng c6 thé st dung nhitng théng tin nay dé:

e truy cap vao céac tai khoan truc tuyén cua

quy Vi

e giavdlaquy vi

e an cap tién cla quy vi.

Nhitng ké Ilra dao cling c6 thé:

e tao cac tai khoan gia dé Ita quy vi

e chia sé cac lién két va quang cao dé quy vi

nhap vao.
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Cach nhan biét mot tro Iira dao

D6 c6 thé 1a mot tro IUa dao néu no:

e y&u cau quy vilam viéc gi d6 nhanh

chéng

e dé xuat mang lai cho quy vj rat nhiéu tién

e y&u cau quy vi dua tién

e y&u cau quy vi nhap vao mot lién két.
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Nhing ké Itra dao cling c6 thé gia danh l1a mot

t6 chiic ma quy vi biét va tin tudng.

Vi du, ngan hang cua quy Vi.

Nh{ng ké IUa dao lam vay dé quy vi chia sé

thong tin ca nhan vaéi chung.

Quy Vi nén ngiing ndi chuyén véi ngudi d6 néu

quy vi nghi ngd ho la ké Iua dao.

Quy vi nén kiém tra xem ngudi dé cé dung 13

ngudi ma ho tu xung hay khong.

Quy Vi cé thé lién lac v8i ca nhan hodc té chic
dé bang nhitng théng tin ma quy vj tin tudng va
da tu tim dugc.

Hay hanh déng nhanh chdng dé bao vé ban

than néu cadm thay cé diéu gi dé khéng 6n.
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Trinh bao tro IUa dao

Scamwatch gilp d8 ngusi dan Uc:

i e hiéu rd cac tro IUa dao

e trinh bao cac tro lua dao.

Scamwatch cling hé trg ngusi dan Uc da tiing

la nan nhan cua cac tro Ita dao.

Quy Vi c6 thé trinh bao mét trd IUa dao trén

trang mang cua Scamwatch.

WWwWw.scamwatch.gov.au/report-a-scam
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Quy Vi nén |&n tiéng vé cach nhiing ngudi khac

c6 thé tu bao vé minh trén mang.

Viéc nay bao gom:

e trinh bao tdi pham mang

e chia sé nhiing gi quy vi biét vdi gia dinh va

ban bé.

Chung t6i sé giai thich cach quy vi cé thé 1én

tiéng & cac trang tiép theo.
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Trinh bao t6i pham mang

Viéc trinh bao t6i pham mang giup chinh phu:

e tim hiéu cach t6i pham mang tan cdng

moi Nguai

e bao vé dudgc nhiéu ngudi hon.

Quy Vi c6 thé trinh bao tdi pham mang trén trang

mang ReportCyber.

www.cyber.gov.au/report
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Hay tré chuyén vdi gia dinh va ban bé vé cach gilt an

toan khi truc tuyén

Quy Vi nén chia sé nhiing I8i khuyén vé cach

gill an toan truc tuyén vdi gia dinh va ban be.

Quy Vi cling c6 thé hoc hai ti ho.

Quy Vi c6 thé bao vé ban than va nhitng ngudi

xung quanh bang cach chia sé nhing kién

thiic vé cach gilt an toan trén mang.

Diéu nay ciing rat quan trong néu quy vi dung

chung céc thiét bj vSi ngusi khac.
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Danh sach cac tu

Danh sach nay giai thich y nghia cla céc tU in ddm trong cuén hudng

dan nay.

Mang (cyber)

Mang c6 nghia la diéu gi do lién quan dén

internet.

To6i pham mang (cyber crime)

Toi pham mang la khi tdi pham su dung internet
dé thuc hién hanh vi pham toi.

Vi du, ching cé thé s dung internet dé:

e danh cdp théng tin ca nhan cta quy Vi

e chiém quyén kiém soat céc tai khoan truc

tuyén cla quy Vvi.

& Caidat vitri

Cai d&t vi tri hién thi vi tri thiét bi cta quy vi.
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Xac thuc da-yéu t6é (MFA)

MFA la khi quy vi st dung tu 2 phuong thuc

khac nhau trd 1én dé dang nhap vao tai khoan
clia minh mai lan.
Mat khau dang cum tu (passphrase)

Mat kh3u dang cum tU 1a mot loai mat khau

manh han.

Ngusi khac rat khé doan dudc.

Wi-Fi cong cong

Wi-Fi cdng cdng la mang internet khéng day
mién phi ma quy vi cé thé st dung & nhiing

nci cdng cdng.
Tro Itta dao (scam)
Chung ta goi do la tro Iua dao khi ai dé tim cach:

e |Ua quy vi

e |3y tién clia quy vi.

Nhitng ké Itra dao (scammers)

Ké Iua dao la ngudi thuc hién cac hanh vi lua

dao.
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Lién lac vGi chung toi

Quy Vi c6 thé goi dén Pudng day néng An ninh
Mang Uc.

1300 292 371

Quy Vi cé thé truy cap trang mang cua ching

toi.

www.actnowstaysecure.gov.au

Quy Vi c6 thé trinh bao téi pham mang trén

trang mang ReportCyber.

www.cyber.gov.au/report

Information Access Group da soan thao tai liéu Doc Dé
Hiéu nay bang cach s dung anh c6 sén va hinh anh
tuy chinh. Khéng dugc phép st dung lai cac hinh anh
néu khéng cé su cho phép. Moi thac mac vé hinh anh,
vui long truy cap www.informationaccessgroup.com .

Vui ldng ghi rd méa s6 céng viéc 6342.
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